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Online Safety Policy 

1. Scope of the Policy 

1.1 Scope 

This policy outlines Landau Forte Academy Amington’s commitment to safeguarding 

all members of the Academy community in their use of online and digital technologies. 

It applies to all students, staff, parents and carers, committee members, visitors, and 

community users. 

It complements the Landau Forte Charitable Trust’s AI Compliance Policy, GDPR and 
Data Protection Policy, and other Academy policies, particularly those related to 

Safeguarding, British Values, and Behaviour.  

This policy aligns with current legislation, including: 

• The Education Acts (1996, 2006, 2011) 

• The Equality Act 2010 

• The Counter Terrorism and Security Act 2015 

It also reflects statutory guidance such as: 

• Keeping Children Safe in Education (KCSIE) 

• DfE guidance on cyber-bullying, online relationships and sex education, and 

searching/screening/confiscation 

• National Curriculum Computing Programmes of Study 

 

1.2 Policy Development, Monitoring & Review 

This policy has been developed by the Academy and approved by the Academy 

Committee (AC). It will be monitored by the Senior Leadership Team, specifically the 

Principal, Vice Principal, and Designated Safeguarding Lead (DSL), and reviewed at 

least annually. 

 

2. Aims 

2.1 Policy Aims 

Landau Forte Academy Amington aims to: 



• Educate and empower all members of the Academy to navigate the digital world 

safely 

• Address risks associated with online behaviour, especially regarding Artificial 

Intelligence (AI) 

• Support vulnerable learners who may be more at risk of online harm 

• Establish a strong, proactive approach to managing online risks 

• Provide effective mechanisms for reporting and escalating online safety 

concerns 

 

2.2 The 4 Key Categories of Risk (as outlined in KCSIE) 

• Content – e.g. exposure to harmful or illegal material (pornography, extremism, 

hate content) 

• Contact – e.g. grooming, exploitation, online pressure, impersonation 

• Conduct – e.g. cyberbullying, sexting, reputation damage 

• Commerce – e.g. phishing, scams, gambling, in-app purchases 

 

3. Roles and Responsibilities 

3.1 Academy Committee (AC) 

The AC will: 

• Ensure staff training and regular updates on online safety 

• Monitor implementation and impact of this policy 

• Ensure filtering and monitoring systems meet DfE standards 

• Support adaptations of teaching for vulnerable learners or those with SEND 

• Assign responsibility for filtering/monitoring systems (Marc Charles – Trust ICT 

Systems Lead) 

 

3.2 Principal 

The Principal is responsible for: 

• Ensuring consistent implementation of this policy 

• Providing training and support to SLT and DSL 

• Monitoring staff activity using Smoothwall 



 

3.3 Designated Safeguarding Lead (DSL) 

The DSL leads on online safety by: 

• Coordinating responses to online incidents 

• Logging and responding to online or cyberbullying issues 

• Delivering staff CPD on digital safeguarding 

• Liaising with external agencies when necessary 

• Providing reports to SLT and the AC 

 

3.4 ICT Systems Management Team 

Responsible for: 

• Maintaining secure, filtered ICT systems 

• Reviewing filtering and monitoring systems at least annually 

• Meeting NCSC Cyber Security Standards 

• Reporting concerns to DSL/Principal 

• Blocking access to harmful or dangerous content 

 

3.5 Heads and Deputy Heads of Year 

Responsible for: 

• Managing online safety breaches related to student conduct 

• Addressing incidents such as cyberbullying, upskirting, or sexting 

• Liaising with DSL and Behaviour Leads as appropriate 

 

3.6 Personal Tutors and Teaching Staff 

Responsible for: 

• Delivering the Online Safety curriculum 

• Supervising student use of technology in lessons 

• Ensuring students adhere to Acceptable Use Agreements 

• Educating students about safe and ethical use of AI 

 



3.7 Staff Involved in NEAs and Assessments 

Responsible for: 

• Communicating clear guidelines on AI, plagiarism, and authenticity 

• Upholding standards set by the Trust’s AI policy 

 

3.8 All Teaching and Support Staff 

All staff must: 

• Maintain awareness of online safety and AI issues 

• Report and escalate concerns using Academy procedures 

• Model responsible digital behaviour 

• Implement Academy filtering, reporting, and supervision expectations 

• Adhere to Acceptable Use and Social Media policies 

 

3.9 Students 

Students are expected to: 

• Use ICT responsibly and in accordance with policies 

• Report concerns or inappropriate behaviour online 

• Understand expectations around AI and academic integrity 

• Follow Academy rules on mobile phones and online behaviour 

 

3.10 Parents/Carers 

Parents should: 

• Discuss online safety at home and support the Academy’s approach 

• Read and sign Acceptable Use Agreements 

• Contact the Academy with concerns or support requests 

 

3.11 Visitors and Community Users 

Visitors using the Academy’s ICT systems must: 

• Read and agree to the Acceptable Use Policy upon login 



• Follow all rules outlined in this Online Safety Policy 

 

4. Safeguarding 

Landau Forte Academy Amington acknowledges that technology is embedded in many 

safeguarding concerns. Abuse can occur both online and offline, and digital devices 

are increasingly used in coercive, abusive, or manipulative ways. 

The Academy protects students through: 

• Smoothwall Filtering and Monitoring on all devices (on and off-site) 

• Regular staff training on digital safeguarding 

• Empowering students via the curriculum  

• Restricting use of personal devices to the ‘Phone Zone’ 

5. Educating Students About Online Safety 

5.1 Curriculum Aims 

Students are taught to: 

• Stay safe, responsible, and respectful online 

• Understand risks associated with social media, pornography, extremism, and 

online relationships 

• Navigate AI tools ethically and critically 

• Report abuse or safeguarding concerns online 

5.2 Curriculum Delivery 

• Key Stage 3: Delivered through Computer science, PSHE & PTT 

• Key Stage 4 PSHE and PTT 

• Tutor Time and Assemblies: Support with key messages and themes 

• Events: Includes Safer Internet Day, Anti-Bullying Week, and curriculum drop-

down days 

5.3 Student Voice 

Students contribute to online safety strategy through: 

• Student Parliament 

• Student Surveys and Feedback 



 

6. Educating Parents/Carers 

Parents will be engaged through: 

• Newsletters  

• Social media campaigns 

• Access to materials via the Academy website 

 

7. Cyberbullying 

Cyberbullying is addressed via: 

• Curriculum education 

• Clear reporting mechanisms for students and parents 

• Staff training and active monitoring 

• Swift responses in line with the Behaviour and Anti-Bullying Policies 

Where criminal offences are suspected (e.g. sexting or hate speech), the DSL will liaise 

with police and relevant services as appropriate. 

 

8. Personal Devices and Searching/Screening 

• Students may only use personal devices in the ‘Phone Zone’, unless directed by 

a staff member for a specific educational activity 

• Staff may search, screen, or confiscate devices under the Academy’s Behaviour 

Policy and DfE guidance 

• Confiscated devices may be retained and searched where there is reasonable 

suspicion of harm or criminality 

• Students and parents will be informed of any actions taken, in line with 

safeguarding procedures 

8.2 Examining Electronic Devices 

Landau Forte Academy Amington adopts the prevailing guidance from the Department 

for Education on screening and searching students. Academy staff can search students 

with their consent for any item. 



The Principal and staff authorised by the Principal have the power to search students or 

their possessions, without consent, and confiscate any electronic device that they have 

reasonable grounds for suspecting: 

• Poses a risk to staff or pupils, and/or 

• Is identified in the Academy rules as a ‘prohibited’ item for which a search can 
be carried out, and/or 

• Is evidence in relation to an offence. 

Details on what constitutes a prohibited item is contained in the Academy Behaviour 

Policy. Relating to electronic devices, this may include (but is not limited to): 

• Pornographic images 

• Images or documents which challenge the ethos of the Academy or constitute a 

hate crime 

Before conducting a search, if the authorised staff member is satisfied that they have 

reasonable grounds for suspecting any of the above, they will: 

• Assess the urgency of the search and consider any immediate risk to pupils and 

staff. If not urgent, they will seek advice from the Principal, Vice Principal or DSL. 

• Explain to the student why they are being searched, how the search will be 

conducted, and give the student an opportunity to ask questions. 

• Seek the student’s cooperation. 

Authorised staff may examine—and in exceptional circumstances, erase—any 

data or files on an electronic device they have confiscated, where they believe there is 

a ‘good reason’ to do so. 

When determining if there is a 'good reason' to examine data or files, staff should 

reasonably suspect the device: 

• Has been or could be used to cause harm, and/or 

• Has been or could be used to undermine the safe environment of the Academy 

or disrupt teaching, and/or 

• Has been or could be used to commit an offence 

If inappropriate material is found on the device, staff in conjunction with the Principal, 

Vice Principal or DSL will decide on a suitable course of action. If images, data or files 

are likely to put a person at risk, a safeguarding response will be considered first. 

When considering erasing data, staff will not delete material that may constitute 

evidence of an offence. In such cases, the device will be handed to the police as soon 

as reasonably practicable. 

If the material is not evidence of an offence, staff may delete the material only if: 



• Its continued existence is likely to cause harm to any person, and/or 

• The student and/or parent refuses to delete the material themselves 

If a staff member suspects a device contains an indecent image of a child (e.g. a 

nude or semi-nude image), they will: 

• Not view the image 

• Confiscate the device and report the incident immediately to the DSL (or 

equivalent) 

• Follow the DfE’s latest guidance on searching, screening and confiscation 

• Follow the UKCIS guidance on Sharing nudes and semi-nudes: advice for 

education settings working with children and young people 

Any searching of pupils will be in line with: 

• DfE’s statutory guidance on Searching, Screening and Confiscation 

• UKCIS guidance 

• The Academy’s Behaviour Policy 

Complaints regarding searches or deletion of content from pupils' devices will be 

addressed through the Academy Complaints Procedure. 

 

9. Acceptable Use of the Internet in Academy 

All students, parents/carers and staff are expected to sign an agreement regarding the 

acceptable use of the Academy’s ICT systems and the internet. Volunteers, Education 
Advisory Committee members and visitors will be expected to read and agree to the 

Academy’s terms of acceptable use where relevant. 

Use of the Academy’s internet must be: 

• For educational purposes only 

• Or for fulfilling the duties of an individual’s role 

The Academy will monitor internet usage by students, staff, volunteers and visitors 

(where applicable) to ensure compliance with the above. 

Acceptable Use Policies (Appendices 1 & 4) 

The Academy will manage internet and system usage through robust Acceptable Use 

Policies (AUP): 

• All students and their parent/carer must sign the Academy AUP (Appendix 4) 

upon enrolment. 



• Staff at the Academy agree to the Trust-wide AUP as part of their employment 

contract. 

• Inappropriate use by students will be dealt with in line with the Academy 

Behaviour Policy. 

• Inappropriate use by staff will be addressed using the procedures in the Staff 

Code of Conduct. 

• Visitors and those delivering external classes will be required to accept the on-

screen AUP each time they log in to the Academy system. 

10. Staff Use of Work Devices Outside the Academy 

10.1 Policy Statement 

Staff members issued with academy laptops or other work devices must adhere to 

guidance regarding the secure use of these devices both within and outside the 

Academy premises. This guidance will be provided as part of the contract signed when 

the devices are issued. 

 This policy is part of the Trust’s Acceptable Use Policy (AUP) and applies to all staff. 

 

11. Protecting Personal/Sensitive Data 

11.1 Secure Password Policy 

All staff and students are responsible for ensuring the security of their usernames and 

passwords. Under no circumstances should staff or students share their login 

credentials with others. 

 11.2 Internal Security 

• Only authorized personnel will have access to edit sensitive data on Academy 

systems. 

• Access restrictions will be implemented to limit access to certain folders (e.g., 

child protection logs) to relevant staff only. 

• Regular audits will be conducted to assess the safety and security of Academy 

technical systems, including: 

o Secured locations for servers, wireless systems, and cabling, with 

restricted physical access. 

o Verified backup routines, including cloud-based (air-gapped) copies of 

critical data. 



11.3 Adherence to GDPR 

All staff are responsible for ensuring the security of personal, sensitive, confidential, or 

classified information, whether stored electronically or physically. This includes, but is 

not limited to: 

• Documents or software, such as Bromcom, that contain sensitive data. 

• Information sent by email, fax, or held on portable devices, such as memory 

sticks or portable hard drives. 

• Staff must exercise caution when using shared printers or public areas for 

handling sensitive data. 

 

12. Cyber Security 

12.1 Cyber Security Awareness 

The Academy acknowledges the potential risks posed by cyber incidents, which can 

have severe operational, financial, and reputational consequences. Cyber attacks 

could lead to: 

• Compromise of sensitive personal data, potentially causing safeguarding issues. 

• Disruption to student learning and outcomes. 

• Data breaches, financial loss, and the possibility of Academy closure. 

The Academy has reviewed DfE Cyber Security Standards and is actively working 

towards meeting these standards, including: 

• Conducting an annual cyber risk assessment. 

• Securing critical systems and technologies, such as servers, routers, and 

wireless networks, against unauthorized access. 

• Implementing effective backup and restoration procedures for data in the event 

of cyber attacks. 

• Providing  cybersecurity training for staff and committee members. 

• Introducing cyber security awareness as part of the student curriculum. 

12.2 Reporting Cyber Incidents 

All students and staff are responsible for reporting any cyber risk or potential incidents. 

The Academy encourages an environment where individuals feel safe and comfortable 

to report issues promptly. 

 



13. New and Emerging Technologies, including Artificial Intelligence 

(AI) 

13.1 Evaluating Emerging Technologies 

The Trust will evaluate new and emerging technologies, including AI, for their 

educational benefits. Risk assessments will be conducted before such technologies 

are introduced at the Academy. 

 13.2 AI and Examination Malpractice 

The Academy recognizes the rapid development of AI technologies and their potential 

implications on academic integrity, particularly in relation to Non-Examined 

Assessments (NEA). 

 Misuse of AI tools in qualification assessments constitutes malpractice. Students are 

expected to produce their own independent work and acknowledge the use of any AI 

tools. 

 To mitigate misuse, the Academy will: 

• Ensure students and parents are informed about appropriate AI use before the 

start of any assessment. 

• Include AI-related guidance in the Academy Policy AI for exams 

•  Take action if AI misuse is suspected, following the Academy’s Malpractice and 

Maladministration Policy. 

 

14. Use of Social Media and Staff Code of Conduct 

14.1 Student Social Media Access 

• Students are not permitted to access social networking sites on Academy 

systems. 

• The curriculum will include guidance on safe social networking practices, 

covering issues such as security, blocking unwanted communication, and 

managing privacy settings on popular platforms. 

14.2 Academy Social Media Accounts 

• The Academy operates official social media accounts. 

• Any new social media account must receive approval from the Principal. 

• Content posted to Academy social media accounts will be monitored by the 

Principal (or a designated staff member) to ensure it meets corporate standards. 



14.3 Staff Personal Use of Social Media 

Staff are permitted to use personal social media accounts but must ensure their online 

conduct does not conflict with the Academy’s values or policies, particularly the Staff 

Code of Conduct. Specific guidelines for staff include: 

• Avoiding conduct that could damage the reputation of the Academy, the Trust, or 

the wider community. 

• Refraining from engaging with students or their parents/carers on personal 

social media. 

• Being cautious about contact with ex-students, especially where connections to 

current students exist. 

• Acknowledging their duty of loyalty to the Academy, which extends to their 

personal social media use. 

15. Further Guidance for Staff 

15.1 Acceptable Use of Technology 

• Staff must not use Academy technology to access, view, or disseminate illegal, 

inappropriate, or offensive material. This includes, but is not limited to: 

o Sending obscene emails. 

o Engaging in gambling activities. 

o Viewing pornography or other inappropriate content. 

15.2 Personal Device Usage 

• Staff must not use personal mobile phones or cameras to take photographs or 

record videos of students unless prior consent has been obtained. 

 

16. Glossary of Terms 

• AUP: Acceptable Use Policy 

• ICT: Information and Communications Technology 

• FTP: File Transfer Protocol 

• Bromcom: Academy Information Management System 

• Social Networking: Websites such as Facebook, Twitter, or other platforms 

where users can set up personal profiles, message or chat with others, and 

upload content. 

 



8. Conclusion 

This IT & Digital Security Policy is designed to ensure the safety, security, and integrity 

of Landau Forte Academy Amington's digital and technological resources. It applies to 

all staff, students, and stakeholders using Academy systems, and outlines clear 

expectations for maintaining a secure and respectful environment. Breaches of this 

policy may result in disciplinary action as outlined in the Academy’s Staff Code of 

Conduct and other relevant policies 

 

 
 
 
 
 
 
 
 


